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Background

- Was created by me in 2010 as a tool called ah64

- Was motivated by need to debug growth issues on un-instrumented cores

- Started supporting leak detection in early 2011

- Has been heavily used in our development and test life cycle for several years

- Became available as CHAP as open source under GPL-2.0 license on April 19, 2017

- http://github.com/vmware/chap



CHAP - Core Heap Analysis Program
- CHAP stands for Core Heap Analysis Program

- Reads a process image as input
— Currently supports 32 or 64 bit ELF cores as process image
— Does not require any advance instrumentation

- Provides information about dynamically allocated memory
— Currently recognizes memory allocated by glibc



Some Use Cases

- Allows automated leak detection, even for performance tests at scale on release builds ...
- Can be used interactively to do leak analysis

- Can be used interactively to do memory growth analysis

- Can automatically detect some forms of heap corruption

- Supplements debuggers such as gdb by providing status of various memory addresses



The Simplest Use Case

=n =R

5 echo count leaked | chap core.nautilus

> 1008 allocations use 0Oxc980 (b1,554) bvtes.
=
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The Simplest Use Case
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5 echo count leaked | Zapp core.nautilus
> 1008 allocations use 0Oxc980 (b1,554) bvtes.
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Why Create Yet Another Memory
Analysis Tool?

vmware



Some Characteristics of Instrumentation Approaches

- Increase process size
- Have some performance penalty
- Distort timing

- Some alter allocation algorithms



Environments that Normally Run Without Instrumentation

- Customer production environments
- Performance tests

- Sizing tests

- Tests at scale

- Uptime tests



CHAP Finds Allocations

vmware



Terminology: Allocations and Overhead

- A dynamic memory allocation function (e.g., malloc) provides a pointer to a sufficiently large
allocation

- The allocation is considered used until it is returned to the allocator, when it becomes free

- Any writable memory used by the allocator beyond what is needed to hold every used
allocation is considered overhead.

- Any writable memory other than overhead and used allocations is considered to be outside
of dynamic memory



Terminology: Allocations and Overhead

- A dynamic memory allocation function (e.g., malloc) provides a pointer to a sufficiently large
allocation

- The allocation is considered used until it is returned to the allocator, when it becomes free

- Any memory used by the allocator beyond what is needed to hold every used allocation is
considered overhead.

- Any writable memory other than overhead and used allocations is considered to be outside
of dynamic memory

- Allocations will be represented in this presentation by circles
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Some assumptions about allocators

- Satisfy requests for small allocations by partitioning larger ranges of memory

- Provide allocations that are “suitably aligned for any kind of variable”

- Allow used allocations to be freed




Some assumptions about allocators

- Satisfy requests for small allocations by partitioning larger ranges of memory
- Provide allocations that are “suitably aligned for any kind of variable”

- Allow used allocations to be freed

- Can free memory ranges that do not contain used allocations




Some assumptions about allocators

- Satisfy requests for small allocations by partitioning larger ranges of memory
- Provide allocations that are “suitably aligned for any kind of variable”

- Allow used allocations to be freed

- Can free memory ranges that do not contain used allocations




Some assumptions about allocators

- Satisfy requests for small allocations by partitioning larger ranges of memory
- Provide allocations that are “suitably aligned for any kind of variable”
- Allow used allocations to be freed

- Can free memory ranges that do not contain used allocations




Some assumptions about allocators

- Satisfy requests for small allocations by partitioning larger ranges of memory
- Provide allocations that are “suitably aligned for any kind of variable”
- Allow used allocations to be freed

- Can free memory ranges that do not contain used allocations

- Often keep one or more free allocation, which can be used to satisfy some subsequent
allocation request
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A Program To lllustrate Allocations
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Listing Allocations

| o[-
@ ap core.DemoQ i
>v1

ist allocations
Uzed allocation at 01010 of =ize L

Free allocation at 601070 of =ize 28

Free allocation at 6010a0 of =size 20ft60

3 allocations use 0UxzZ0feO (135,136) byvtes.
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Listing Allocations

i o[BS
5 chap core.Demo0 i
> list allocations

Uzed allocation at 601010 of =ize 58

Free allocation at 601070 of =ize 3
Free allocation at 6010a0 of =size 20ft60

3 allocations use 0UxzZ0feO (135,136) byvtes.
=




Showing Used Allocations

o[BS
5 chap core.DemoO ¢
» list allocations

Uzed allocation at 601010 of =size 58

Free allocation at 601070 of =ize 28
Figmz allocation at ©0l1l0a0 of =size 20f60

3 ylocations use 0xZ0fel (135,136) bytes.
> show used
Uzed allocation at 601010 of =size 58
- 39 39 0 dcdcdcdcddd3424]1
dcdcdcdcdcdcdcde dcdcdcdcdcdcdcde dcdcdcdcocdcdecdcde dcdcdcdcocdcdcdcdco
dcdcdcdcdcdcdcde dcdcdcdcdcdcdcdco dc

1 allocations use Ux28 (8%) bvtes.
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Free allocation at 601070 of =ize 28
Free allocation at ©0l0a0 of =size 20f60
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> show used
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Showing Used Allocations

o[BS
5 chap core.DemoO ¢
» list allocations

Uzed allocation at 601010 of =size 58

Free allocation at 601070 of =ize 28
Free allocation at ©0l0a0 of =size 20f60
J allocations use UOxzZ0fel (135,13536) byvtes.

> show used
Uzed allocation at 601010 of =ize 58

39 39 0 dcdcdcdcddd3424]1
dodcdcdododcdode dcdocdcdcdodcdocde dcdocdcdocdodog o dodcdcdcdcdcdcdo
dodcdcdcdcdcdcde dcdcdcdcdcdcdcdc 4o

1 allocations use Ux28 (8%) bvtes.
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Allocations
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Terminology: Reference

- Areference to an allocation is a value somewhere (possibly in a register or in memory) paired
with some interpretation of that value as providing a live pointer to some part of the allocation

- Areal reference to an allocation is a reference tor which the interpretation is correct
- Afalse reference to an allocation is a reference tor which the interpretation is incorrect
- Amissed reference to an allocation is a reference that is not detected




Examples of References

- Aregister associated with some thread contains a live pointer p to some part of an allocation
- A pointer-sized range of memory contains a live pointer p to some part of an allocation

- A register or memory contains f(p), e.g. myEncryptionFunction(p)

- Somewhere entirely outside the process holds p or f(p)




References and Allocations Form a Directed Graph

Outside of

dynamic
memory




Terminology: Anchored and Leaked Allocations
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Terminology: Anchored and Leaked Allocations

A used allocation is considered an anchor point if it is directly referenced from outside of
dynamic memory

A used allocation is considered to be anchored if it is an anchor point or is referenced by an
anchored allocation

A used allocation that is not anchored is considered to be leaked

A leaked allocation that is not referenced by another allocation is considered to be
unreferenced

Outside of

dynamic
memory




What Happens if a False Reference is Added From B to D?
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What Happens if a False Reference is Added From B to D?
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What Happens if the Reference from B to C is Missed?
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What Happens if the Reference from B to C is Missed?

Outside of

dynamic
memory




What CHAP Considers to be References

- Aregister associated with some thread contains a (not necessarily live) pointer p to some part
of an allocation

- A pointer-sized range of memory (but constrained to be on a pointer sized boundary) contains a
(not necessarily) live pointer p to some part of an allocation




Some Reasons for False References Under CHAP

- Misinterpretation of liveness
— Type not known
— Failure to understand structure information for known type
— Failure to understand liveness for known fields of a given class
— Failure to understand liveness as a function of thread state
- Coincidence

— Adjacent short integers
— C-string




Some Reasons for Missed References Under CHAP

- Reference is from outside process

— Fixable in future by allowing some way to recognize such allocations
- Reference is in the form f(p)

— Fixable in future by modifying CHAP to be aware of f

- Reference is not aligned on a pointer-sized boundary
— Fixable by relaxing alignment constraint, possibly configurably




A Sample Program to lllustrate References

#include <vector>

#ipgPlude <string>
irNWPmain(int argc, char **argv) |

std: ivector<dstd::istring> v;
v.push back("123456759") ;
v.push back("abcdefghijkl™);
V.pop back();

int *pl = new int[&];

pI[7] = 0x11111111;

Pl = new int[&8];

PI[7] = OxZ22222222;

Pl = new int;

*pl = 0x33333333;

*((int *) (0)) = 92; /7 crash
return O;

=x R
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#include <vector>
#include <string:

int main(int @8yc, char **argv) |
std: tvectoNW5Etd: i string> v,
v.push back("123456759") ;
v.push back("abcdefghijkl™);
V.pop back();

int *pl = new int[&];

pI[7] = 0x11111111;

Pl = new int[&8];

PI[7] = OxZ22222222;

Pl = new int;

*pl = 0x33333333;

*((int *) (0)) = 92; /7 crash
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A Sample Program to lllustrate References
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#include <vector>
#include <string:

int main(int qggmyc, char **argv) |
std: tvecto@std: i string> v;
v.push bacy 123456755™) ;
v.push back("abcdefghijkl™);
V.pop back();

int *pl = new int[&];

pI[7] = 0x11111111;

Pl = new int[&8];

PI[7] = OxZ22222222;

Pl = new int;

*pl = 0x33333333;

*((int *) (0)) = 92; /7 crash
return O;
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v.push back("123456789");
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V.pop bacll] ;

int *pl = new int[&];
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Pl = new int[&8];

PI[7] = OxZ22222222;

Pl = new int;

*pl = 0x33333333;
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A Sample Program to lllustrate References

#include <vector>
#include <string:

int main(int argc, char **argv) {
std: ivector<dstd::istring> v;
v.push back("123456759") ;
v.push back("abcdefghijkl™);
V.pop bl () ;

int *pI new 1nt[8];

pI[7] = 0x11111111;

Pl = new int[&8];

PI[7] = OxZ22222222;

Pl = new int;

*pl = 0x33333333;

*((int *) (0)) = 92; /7 crash
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A Sample Program to lllustrate References

#include <vector>
#include <string:

int main(int argc, char **argv) {
std: ivector<dstd::istring> v;
v.push back("123456759") ;
v.push back("abcdefghijkl™);
V.pop back();

int M = new 1nt[&8];
pI[7 = 0x11111111;

Pl = new int[&8];

PI[7] = OxZ22222222;

Pl = new int;

*pl = 0x33333333;

*((int *) (0)) = 92; /7 crash
return O;
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A Sample Program to lllustrate References

#include <vector>
#include <string:

int main(int argc, char **argv) {
std: ivector<dstd::istring> v;
v.push back("123456759") ;
v.push back("abcdefghijkl™);
V.pop back();

int *pl -ggrew 1nt[5];
pI[7] = @WL1111111;
Pl = newSQLL[8];

PI[7] = 0OxZ22222222;

Pl = new int;

*pl = 0x33333333;

*((int *) (0)) = 92; /7 crash
return O;

=x R




A Sample Program to lllustrate References

#include <vector>
#include <string:

int main(int argc, char **argv) {
std: ivector<dstd::istring> v;
v.push back("123456759") ;
v.push back("abcdefghijkl™);
V.pop back();

int *pl = new int[&];

IV Ox11111111;
%W int [8]
= Qx22222222;

new int;

= (0x33333333;
*((int *) (0)) = 92; /7 crash
return 0O;

=x R




A Sample Program to lllustrate References

#include <vector>
#include <string:

int main(int argc, char **argv) {
std: ivector<dstd::istring> v;
v.push back("123456759") ;
v.push back("abcdefghijkl™);
V.pop back();

int *pl = new int[&];
pI[7] = 0x11111111;

eI = nl int[&];
eI[7] ONZZ2222222;
Pl = 1N/ 1int;

*pl = 0x33333333;
Filint =) (0)) = 927 // crash
return O;

=x R




Showing (some of the) Leaked Allocations

5 ===
5, rap core.Demol i

> Zhow leaked

Uzed allocation at e030k0 of =ize 285
O 0 g O 2222222200000000

20 0

1 allocations use OxZs (40) byvtes.
>




Showing (some of the) Leaked Allocations

=x R

5 chap core.Demol
> show leaked l
Uzed allocation at 60300 of =ize 28
O ] 0 O 2222222200000000

20 0

1 allocations use OxZs (40) byvtes.
>




Showing (too many) Anchored Allocations

- 0
1 allc@Pitions use UOxZs (40) byvtes.

» show anchored
Uzed allocation at 03010 of size

O 9 0 3837363534333231
20: 39

=x R

Used allocation at 203040 of =ize
33333333 g

Uzed allocation at 03060 of =ize
O 0 ffffffff 111111116d636261
20 bocbkbban9

Uzsed allocation at 803090 of =zize
03028 03075

4 allocations use 0x50 (128) byvtes.
>




Showing (too many) Anchored Allocations

=x R

0

1 allocations use UOxZ5 (40) byvtes.
» show anchored
Uzed allocation at 03010 of size
O 9 0 3837363534333231
20: 39

Used allocation at 203040 of =ize

33333333 g 0 l
Uzed allocation at 03060 of =ize

O o TEEEfEEf 1111111164636261
20 boblbbab’s

Uzsed allocation at 803090 of =zize
03028 03075

4 allocations use 0x50 (128) byvtes.
>




Showing (too many) Anchored Allocations

=x R

0

1 allocations use UOxZ5 (40) byvtes.
» show anchored
Uzed allocation at 03010 of size
O 9 0 3837363534333231
20: 39

Used allocation at 203040 of =ize
33333333 g

Uzed allocation at 03060 of =ize
O 0 ffffffff 111111116d636261
20 bocbkbban9

Used allocation at 03090 S size
03028 03075

4 allocations use 0x50 (128) byvtes.
>




Showing (too many) Anchored Allocations

=x R

0

1 allocations use UOxZ5 (40) byvtes.
» show anchored
Uzed allocation at 03010 of size
O 9 0 3837363534333231
20: 39

Used allocation at 203040 of =ize
33333333 g

Uzed allocation at 03060 of =ize
O 0 ffffffff 111111116d636261
20 B cl6Aa69

Used allocatWo at 003090 of =zize
03028 03075

4 allocations use 0x50 (128) byvtes.
>




Using CHAP to Analyze Leaks
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Checking for Leaks

= oo
~% i1—4.13 chap core.nautilus i

> Ccount leaked

1008 allocations use 0Oxc980 (51,584) bvtes.
> count unreferenced

71 allocations use 0UxZ2128 (8,488) bytes.

=




Checking for Leaks

=n =R

e 15 chap core.nautilus
leaked
1008 qWocations use 0Oxc980 (51,584) bvtes.
> count unreferenced
71 allocations use 0UxZ2128 (8,488) bytes.
=




Summarizing Unreferenced Allocations
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Summarizing Unreferenced Allocations
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allocations

allocations o© S ] 8 i 2 instanc

1 instanc
1 instanc




Summarizing Unreferenced Allocations
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Looking at Similar Leaks

Signat TfphE712ctf

Ations

- dump db

esald 40

> dump

> dump 131cd30 40

allocation 131
U=zed allocation at 13

1l allocation=s 1

A l.m |




Looking at Similar Leaks

Signature 7fb5712

71l allocations u

- dump db

esald 40

> dump

> dump 131cd30

allocation 131
U=zed allocation at 13

1l allocation=s 1

4|




Looking at Similar Leaks

- dump db

esald 40

> dump

> dump 131cd30

allocation 131
U=zed allocation at 13

1l allocation=s 1

4|




Looking at Similar Leaks

Signature 7fbH71Z

71l allocations u

hall 40

> dump 131cd30

allocation 131
U=zed allocation at 13

1l allocation=s 1

A l.m |




Looking at Similar Leaks

Signature 7fb5712

71l allocations u

- dump db

esald 40

> dump

> dump 131cd30 40

allocation 131
U=zed allocation at 13

1l allocation=s 1

4|




> dump

Looking at Similar Leaks

Signature 7fbH71Z

71l allocations u

esald 40

> dump db

P 151 cd30
LSt l

= location 131

allocation at 13

A l.m |




Following Outgoing Edges

1@
1 N ocations use 0x28 (40) bytes.
> explain 131cZal

=n =R

Address 131cz2al 13 at off=set O0x0 in a used allocation at 131cZal of size OxZB

This allocation appears to be leaked.

> show allocation 131lcZ2al

Uzed allocation at 131lcZzal of size 28
O 0 3
200 0

1 allocations use 0x28 (40) byvtes.
> 1list allocation 1531cZd0
Used allocation at 131cz2dl of size 18

1 allocations use 0Oxld (Z24) bytes.

> show allocation 131cZdO

Used allocation at 131lcZzd0 of size 18
5320750066l eachdd T3bebl

1 allocations use 0Oxlg (24) byvtes.
=

131c2do




Following Outgoing Edges

1l allocations use 0xZ8 (40
> explain 131cZal

=n =R

Address 131cz2al 13 at offset O0x0 in a used allocation at 131cZ2al of size OxZB

This allocation appears to be leaked.

> show allocation 131lcZ2al

Uzed allocation at 131lcZzal of size 28
O 0 3
200 0

1 allocations use 0x28 (40) byvtes.
> 1list allocation 1531cZd0
Used allocation at 131cz2dl of size 18

1 allocations use 0Oxld (Z24) bytes.

> show allocation 131cZdO

Used allocation at 131lcZzd0 of size 18
5320750066l eachdd T3bebl

1 allocations use 0Oxlg (24) byvtes.
=

131c2do




Following Outgoing Edges

1 allocations use 0xZ8 (40) Iy es.
> explain 131cZal

=n =R

Address 131cz2al 1is at offset ) in a used allocation at 131cZzal of size 0OxZ8

This allocation appears to be leaked.

> show allocation 131lcZ2al

Uzed allocation at 131lcZzal of size 28
O 0 3
200 0

1 allocations use 0x28 (40) byvtes.
> 1list allocation 1531cZd0
Used allocation at 131cz2dl of size 18

1 allocations use 0Oxld (Z24) bytes.

> show allocation 131cZdO

Used allocation at 131lcZzd0 of size 18
5320750066l eachdd T3bebl

1 allocations use 0Oxlg (24) byvtes.
=

131c2do




Following Outgoing Edges

1 allocations use 0Ox25 (40) bytes.

=n =R

> expin 131cZal
Addre 131c2a0 13 at off=et Ox0 in a used allocation at 131cZal of size OxZB

This NWlocation appears to be leaked.

> show allocation 131lcZ2al

Uzed allocation at 131lcZzal of size 28
O 0 3
200 0

1 allocations use 0x28 (40) byvtes.
> 1list allocation 1531cZd0
Used allocation at 131cz2dl of size 18

1 allocations use 0Oxld (Z24) bytes.

> show allocation 131cZdO

Used allocation at 131lcZzd0 of size 18
5320750066l eachdd T3bebl

1 allocations use 0Oxlg (24) byvtes.
=

131c2do




Following Outgoing Edges

1 allocations use 0Ox25 (40) bytes.
> explain 131cZal

=n =R

Address 131cz2al 13 at off=set O0x0 in a used allocation at 131cZal of size OxZB

This allocation appears to be leaked.

> show allocation 131lcZ2al

Uzed allocation at 131lcZzal of size 28
O 0 3
200 0

1 allocations use 0x28 (40) byvtes.
> 1list allocation 1531cZd0
Used allocation at 131cz2dl of size 18

1 allocations use 0Oxld (Z24) bytes.

> show allocation 131cZdO

Used allocation at 131lcZzd0 of size 18
5320750066l eachdd T3bebl

1 allocations use 0Oxlg (24) byvtes.
=

4

131c2do




Following Outgoing Edges

1 allocations use 0Ox25 (40) bytes.
> explain 131cZal

=n =R

Address 131cz2al 13 at off=set O0x0 in a used allocation at 131cZal of size OxZB

This allocation appears to be leaked.

> show allocation 131lcZ2al

Uzed allocation at 131lcZzal of size 28
O 0 3
200 0

1 allocations use 0x28 (40) byvtes.
> 1list allocation 1531cZd0
Used allocation at 131cz2dl of size 18

1 locations use 0Oxls (Z24) bytes.

et ow allocation 131cZdO

UseWi allocation at 131lcZd0 of size 18
5320750066l eachdd T3bebl

1 allocations use 0Oxlg (24) byvtes.
=

131c2do




Detect and Analyze Memory Leaks — Looking at a String

s ==~
Addrezss 131cZal i1z at offzet 0x0 in a used allocation at 131cZal of size 0xZ8
This allocation appears to be leaked.

> show allocation 131cZal

131cZ2do

1 allocations use OxZs (40) bytes.
> list allocation 131czdO
U=zed allocation at 131cZ2d0 of =ize 18

1 allocations use Uxls (24) bvtes.

> show allocation 131cZdO

Uzsed allocation at 131cZ2dl of =size 15
532156616&6544 736e6l

1 alWWcations use Oxls (24) byvtes.

> gtring 131lcZdO

"DejaVu Sans"
=




Using CHAP to Analyze Memory
Growth

vmware



Analyzing Memory Growth

#P pa-dbcl129 =N EEH(™

[ 51 -1t 999955959599 ]

variableName="names1"
eval SvariableName='"51 =some definition here’"
i="expr i + 1°

done




Analyzing Memory Growth

#P pa-dbcl129 ][ ]
1=0 i
whi. [ 51 -1t 99999995999 ]
‘3

wWrlableName="name31"

eval SvariableName=4."51 some definition herei”

i="expr i + 1°
done




Getting an Overview

count star

allocations
redirect

core.bazh. summari

nsed

1

[ |




Getting an Overview

£ pa-dbcll2g

count star

allocations
redirect

core.bazh. summari

nsed

1

[ |




Getting an Overview

£ pa-dbcll2g

count star

allocations
redirect

core.bazh. summari

nsed

1

[ |




Getting an Overview

£ pa-dbcll2g

ount
2dbihl
count

0 allocations
redirect

core.bash. summarize

nsed

m.. |

1|




Getting an Overview

EP pa-dbcl129
ount
o4661

count

count star

core.bash. summarize used

m |

1|




Getting an Overview

EP pa-dbcl129

ount
2dbihl
count

count star

allocations
redirect on
SUmmAYr

Wrote results

core.bazh. summari

nsed

m |

1|




Results of “summarize used”

-

£ pa-dbc1129

aking Oxbe

chunlk:
chunks
chunks
chun
chun
chun
chunks
chunks
chunks




Showing Many Allocations to a File

£2 pa-dbcll129 o[ -5 ][
sash-4.15 chap core.bash
ount
2dbiol
count

count star
stacks
count lealk




Showing Many Allocations to a File

£2 pa-dbcll129 o[ -5 ][
=h-4.15 chap core.bash
ount
2dbiol
count

count star

stacks
count lealk
allocations
redirect




Looking at the Allocations

£ pa-dbcll2g

allocation
15

allocation :
SETS2030

allocation

2260726

-bash-4.15

il
d 6ob5Z06ebfb97460

lbed3T0

A .m |




Following Incoming Edges

1=

1

Tsedd

£ pa-dbcll2g

list incoming lkb63ach

T=ed allocation

allocations
show allocation
allocation at

allocations

e

list incoming 1k
Used

allocation

= l l oOCA t l oz

unse
show

allocation
d allocation

=2

sdfzdeb:

[ |




Following Incoming Edges

1=

1

Tsedd

£ pa-dbcll2g

redirect off

list incoming 1lb63
Used allocation at 1lbo397
allocations

s e
allocation
allocation

showr

at

allocations

e

list incoming 1k
Used

allocation

= l l oOCA t l oz

unse
show

allocation
d allocation

=2

sdfzdeb:

[ |




Following Incoming Edges

1=

Tsedd

£ pa-dbc1129
redirect off
list incoming lkb63ach

T=ed allocation

allocations

showr

Aallocation 1
allocation

allocations

e

list incoming 1k
Used

allocation

= l l oOCA t l oz

unse
show

allocation
d allocation

=2

sdfzdeb:

[ |




Following Incoming Edges

1=

1

Tsedd

£ pa-dbc1129
redirect off
list incoming lkb63ach

T=ed allocation

allocations
show allocation
allocation at

allocations NP

list incoming 1k
Used

allocation

= l l oOCA t l oz

unse
show

allocation
d allocation

=

sdfzdeb:

[ |




Following Incoming Edges

1=

1

Tsedd

£ pa-dbc1129
redirect off
list incoming lkb63ach

T=ed allocation

allocations
show allocation
allocation at

allocations

e

list incoming 1k
Used

allocation

= l l oOCA t l oz

unse
show

allocation
d allocation

=

sdfzdeb:

[ |




Speeding the Traversal

£ pa-dbcll2g

1b6o3aa0 163970 SdfZ2deb3 i

list incoming 1k
J=zed allocation at 16

allocations use
» show allocation 1 .
sed allocation at 1bhe6hdl

Sat?dofts

0 allocation=s use
redirect on

.list reversechain 1beebhdd O O

A .m |




Speeding the Traversal

£ pa-dbc1129 o[BS
(] : 7 =y - |"'

1lbe3aal 1163970 sdtfZdeb3 -

allocations use
> list incoming 1k
J=zed allocation at 16

allocation
show alloc

Sat?dofts

10 allocations use
redirect on

.list reversechain 1beebhdd O O

A .m |




Speeding the Traversal

£ pa-dbcll2g

allocations use
> list incoming 1k
J=ed allocation at 1b6

allocations use
» show allocation 1 .
sed allocation at 1bhe6hdl

10 allocations use
redirect on

1b6o3aa0

.li=st reversechain lbeebhdd O O

SdfZ2deb3

Sat?dofts

A .m |




Speeding the Traversal

£ pa-dbcll2g =R
il : 7 =y - |"'

1b6o3aa0 163970 SdfZ2deb3 i

1 allocations use
list incoming 1k
T=sed allocation at 16

1l allocations use
» show allocation 1

Sat?dofts

10 allocations use
redirect on

.list reversechain 1beebhdd O O

A .m |




Speeding the Traversal

fdfzdeb3

£ pa-dbc1129

1l allocations use
list incoming 1lb
b | l l OocCAat l o at o

1 allocation=s us=se
allocation

show

1b6o3aa0

Batz2d9ft:

A .m |




Speeding the Traversal

£ pa-dbcll2g = (EEy ="
:':: N =, - -.|"'

1lbe3aal 1163970 sdtfZdeb3 -

allocations use
> list incoming 1k
J=ed allocation at 1b6

allocations use
> show allocation 1 .
sed allocation at 1bhe6hdl

Sat?dofts

allocations use
OT1
.li=st reversechain lbeebhdd O O

A .m |




The Start of the Chain

#P pa-dbcll?g =R (ECH =<
5 tail -15 core.bash.li=st reversechain_lb665d@_0_0 i

T=ed

allocation at 538f210 of size 28
allocation at 539070 of size 25
allocation at 5391b30 of =ize 285
allocation at 53%5ebl of =ize 285
allocation at 5399f70 of size 285
allocation atlQaEJQO of size 28
allocation at 53592110 of size 285

allocations use 0xZ5110 (1le4d4,11%2) bytes.




Before the Start of the Chain

£ pa-dbc1129

1
> Summarize
Unsigned ch

Tnsignec

1l allocations

list incoming

1 allocations

1=
list

= e

ﬂéliu D Jo ) BPbYLes
18£1550 of

feam |




Before the Start of the Chain

92110
18€t1550 of

1

> SUummAarize

Unsigned ch

Tnsignec

1l allocations use

list incoming

1 allocations

1=
list

feam |




Before the Start of the Chain

£ pa-dbc1129

92110
18€t1550 of

1

> SUummAarize

Unsigned ch

Tnsignec

1l allocations use

list incoming

1 allocations

1=
list

feam |




Before the Start of the Chain

£ pa-dbc1129

1
> Summarize
Unsigned ch

Tnsignec

1l allocations use

list incoming

1 allocations

1=
list

feam |




Before the Start of the Chain

£ pa-dbc1129

TTIL— ignec
Tnsignec

list incoming
T=ed allocation

1l allocations use
list incoming
Tzed allocation

1 allocations us:
list incoming

aking Oxald

bd instance

m.. |




Before the Start of the Chain

£ pa-dbcll2g

5392110

at 15f1550 of
1

> Summarize
Unsigned chunks:
Unsigned cha

1l allocations use

list incoming

1 allocations

1=
list

[ |




Finding the Anchor

£ pa-dbcll2g

allocations 19
list incoming

used allocation at 18ft1500

C 11]‘.'r—"r tly statically =

A .m |




Finding the Anchor

£ pa-dbc1129

Unsigned chunks
Unsigned chur

6d allocations

oming
allocation

1 l =t l Inc o ]ILl I1 g
1lluujfluh— =T=

= _]_11_-_]_r.|||| =
illHliTth

ocation

a used allocation at 18f1500 of

stic .-'_=J_|::1-::1]'_":
Cic addre

m |

1|




Finding the Anchor

£ pa-dbcll2g

Unsigned chunks
Unsigned churn

64 allocations

oming
allocation

1zt incoming
_luuiflun— S e

= l1tlﬁHH =
illHliTth

ocation

a used allocation at 18ftl1-H00 of

stic .-'_=J_|::1-::1]'_":
Cic addre

m.. |

1|




Finding the Anchor

£ pa-dbc1129

Unsigned chunks
Unsigned churn

64 allocations

oming
allocation

llﬂf incoming

dllULjleh— e

= ¢ 11_'_]_r.|||| =
:-Llll” _-|.1_:|_IIIJ_ ;

ocation
stic -'_=J_|::1-::1]'_":
cic addre

=]

allocation

at 1581500

] f

1|




Finding the Anchor

£P pa-dbc1129
Unsigned chunks
Unsigned chur

E=HEeR (=
}“1 _-Lll|_||_j_1_lll:[]_— = : == 1) — =

oming
allocation

lqu incoming

dllULjleh— e

a u=ed allocation at 18ft1500 of

stic addr:
Cic addre

feam |

1




Using CHAP to Help With Crash
Analysis

vmware



Analyze Corruption Issues — a Simulation

g? tirm@ubuntu: ~
#include <vector>
=2tatic =std:rvector<int> staticVector:;

void i) {
for (int 1 = 0; 1 < 100000000; 1i++)

for (auto expectSZ : staticVector)

1t (expect9Zz I= 92 *i(int *)i(0)) = expectiZ;

1
int main{int argc, char **argv) {
staticVector.push back(92);
std::thread ti(&LT);
for (int i = 0y i < 100000000; i++) {
std: :vector<ints> wv;
v.push back(92);
v.resize((size t) (1 & Oxlf), 92);
staticVector.swap(v);
1
t.joini) s
return O;

E=8 EeR (%=




Analyze Corruption Issues — a Simulation

g? tirm@ubuntu: ~

#include ector>
atatic =t rvector<int> staticVector;
vold L)
for (int 1 = 0y i < 100000000; i++)
for (auto expectSZ : staticVector)

1t (expect9Zz I= 92 *i(int *)i(0)) = expectiZ;

1
int main{int argc, char **argv) {
staticVector.push back(92);
std::thread ti(&LT);
for (int i = 0y i < 100000000; i++) {
std: :vector<ints> wv;
v.push back(92);
v.resize((size t) (1 & Oxlf), 92);
staticVector.swap(v);
1
t.joini) s
return O;

E=8 EeR (%=




Analyze Corruption Issues — a Simulation

g? tirm@ubuntu: ~
#include <vector>
=2tatic =std:rvector<int> staticVector:;

void i) {
for (int 1 = 0O; 1 < 100000000; b+

for (auto expectSZ : static\WIZtor)

1t (expect9Zz I= 92 *i(int *)i(0)) = expectiZ;

1
int main{int argc, char **argv) {
staticVector.push back(92);
std::thread ti(&LT);
for (int i = 0y i < 100000000; i++) {
std: :vector<ints> wv;
v.push back(92);
v.resize((size t) (1 & Oxlf), 92);
staticVector.swap(v);
1
t.joini) s
return O;

E=8 EeR (%=




Analyze Corruption Issues — a Simulation

g? tirm@ubuntu: ~
#include <vector>
=2tatic =std:rvector<int> staticVector:;

void i) {
for (int 1 = 0; 1 < 100000000; 1i++)

for (auto expectSZ : staticVector)

1t (expect9Zz I= 92 *i(int *)i(0)) = expectiZ;

h

std: : th€fad ti(&LT);

for (int i = 0y i < 100000000; i++) {
std: :vector<ints> wv;
v.push back(92);
v.resize((size t) (1 & Oxlf), 92);
staticVector.swap(v);

int main(i argc, char **argv) {
staticV@tor.push back(92);

¥
t.joini) s
return O;

E=8 EeR (%=




Analyze Corruption Issues — a Simulation

g? tirm@ubuntu: ~
#include <vector>
=2tatic =std:rvector<int> staticVector:;

void i) {
for (int 1 = 0; 1 < 100000000; 1i++)

for (auto expectSZ : staticVector)

1t (expect9Zz I= 92 *i(int *)i(0)) = expectiZ;

1
int main{int argc, char **argv) {
staticVector.push back(92);
std::thread ti(&LT);
for (int i = 0y i < 100000000; i++) {
std: :vector<igm:> Vv’
v.push back(988;
v.resize( (sizPC) (1 & Oxlf), 92);
staticVector.swap(v);
1
t.joini) s
return O;

E=8 EeR (%=




@ tirn@uburtu; ~
Program terminated with signal SIGSEGY, Segmentation fault.
#0  O0x0000000000400€f3d in £0) ()
[Current thread iz 1 [(Thread Ox7ffffefdf700 (LWPE 56900 ) ]
(gdlb) /101 3rip-30
Ox400f1lf < Z1fv+103>: lea —-0x30(%rbp), seax
Oxd00f22 < Z1fv+106>: mowv Trax, srdi
0x400f25 < Z1fv+109>:
callg 0x401406 < ZNKY _gnu cxxl7? mnormal iteratorIPiStovectorIiSaliEEEdeEv:
0x400f2a < Zlfv+1l4>: mow (Srax), seax
Ox400f2c {_Zlfv+116>: mow Teax, —U0x34 (Srbp)
O0x400f2f < Z1lfvt119>: cmp Ll 50x5c, -0x34 (%Srbp)
Ox400f33 < Z1fv+1z3>: e Ox400f£3f < Z1fv+135>
0x400£35 < Z1fv+1z5>: mowv S50x0, $edx
0x400f3a < Z1fv+130>: mowv —-0x34 (2rbp), Teax
=> 0x400f3d < 21fv+133>: mowv Teax, (srdx)
(gdb) x/wx staticVector
0x6l19e20: 0x0000005cC
(gdb) x/gx Srbp-0x30
Oxiffffofdeesedl: O0x00000000006159e98
(gdb)

Analyze Corruption Isss — Looking at the Core With gdb

=n =R




Analyze Corruption Issues — Looking at the Core With gdb

@ tirn@uburtu; ~
Program terminated with *nal SIGSEGY, Segmentation fault.
#0  O0x0000000000400€f3d in £0) ()
[Current thread iz 1 [(Thread Ox7ffffefdf700 (LWPE 56900 ) ]
(gdlb) /101 3rip-30
Ox400f1lf < Z1fv+103>: lea —-0x30(%rbp), seax
Oxd00f22 < Z1fv+106>: mowv Trax, srdi
0x400f25 < Z1fv+109>:
callg 0x401406 < ZNKY _gnu cxxl7? mnormal iteratorIPiStovectorIiSaliEEEdeEv:
0x400f2a < Zlfv+1l4>: mow (Srax), seax
Ox400f2c {_Zlfv+116>: mow Teax, —U0x34 (Srbp)
O0x400f2f < Z1lfvt119>: cmp Ll 50x5c, -0x34 (%Srbp)
Ox400f33 < Z1fv+1z3>: e Ox400f£3f < Z1fv+135>
0x400£35 < Z1fv+1z5>: mowv S50x0, $edx
0x400f3a < Z1fv+130>: mowv —-0x34 (2rbp), Teax
=> 0x400f3d < 21fv+133>: mowv Teax, (srdx)
(gdb) x/wx staticVector
0x6l19e20: 0x0000005cC
(gdb) x/gx Srbp-0x30
Oxiffffofdeesedl: O0x00000000006159e98
(gdb)

=n =R




Analyze Corruption Issues — Looking at the Core With gdb

@ tirn@uburtu; ~ |E| |E||E|
Program termin®ed with signal SIGSEGY, Segmentation fault. i
#0 OXOOOOOOO@OOde in £() i)
[Current threaWis 1 [(Thread Ox7ffffefdf700 (LWPE 569070 ) ]
(gdlb) /101 3rip-30
Ox400f1lf < Z1fv+103>: lea —-0x30(%rbp), seax
Oxd00f22 < Z1fv+106>: mowv Trax, srdi
0x400f25 < Z1fv+109>:
callg 0x401406 < ZNKY _gnu cxxl7? mnormal iteratorIPiStovectorIiSaliEEEdeEv:
0x400f2a < Zlfv+1l4>: mow (Srax), seax
Ox400f2c {_Zlfv+116>: mow Teax, —U0x34 (Srbp)
O0x400f2f < Z1lfvt119>: cmp Ll 50x5c, -0x34 (%Srbp)
Ox400f33 < Z1fv+1z3>: e Ox400f£3f < Z1fv+135>
0x400£35 < Z1fv+1z5>: mowv S50x0, $edx
0x400f3a < Z1fv+130>: mowv —-0x34 (2rbp), Teax
=> 0x400f3d < 21fv+133>: mowv Teax, (srdx)
(gdb) x/wx staticVector
0x6l19e20: 0x0000005cC
(gdb) x/gx Srbp-0x30
Oxiffffofdeesedl: O0x00000000006159e98
(gdb)




Analyze Corruption Issues — Looking at the Core With gdb

@ tirn@uburtu; ~ |E| |E||E|
Program termin®ed with signal SIGSEGY, Segmentation fault. i
#0 OXOOOOOOO@OOde in £() i)
[Current threaWis 1 [(Thread Ox7ffffefdf700 (LWPE 569070 ) ]
(gdlb) /101 3rip-30
Ox400f1lf < Z1fv+103>: lea —-0x30(%rbp), seax
Oxd00f22 < Z1fv+106>: mowv Trax, srdi
0x400f25 < Z1fv+109>:
callg 0x401406 < ZNKY _gnu cxxl7? mnormal iteratorIPiStovectorIiSaliEEEdeEv:
0x400f2a < Zlfv+1l4>: mow (Srax), seax
Ox400f2c {_Zlfv+116>: mow Teax, —U0x34 (Srbp)
O0x400f2f < Z1lfvt119>: cmp Ll 50x5c, -0x34 (%Srbp)
Ox400f33 < Z1fv+1z3>: e Ox400f£3f < Z1fv+135>
0x400£35 < Z1fv+1z5>: mowv S50x0, $edx
0x400f3a < Z1fv+130>: mowv —-0x34 (2rbp), Teax
=> 0x400f3d < 21fv+133>: mowv Teax, (srdx)
(gdb) x/wx staticVector
0x6l19e20: 0x0000005cC
(gdb) x/gx Srbp-0x30
Oxiffffofdeesedl: O0x00000000006159e98
(gdb)




Analyze Corruption Issues — Looking at the Core With gdb

@ tirn@uburtu; ~ |E| |E| @
Program terminated with signal SIGSEGY, Segmentation fault. i
#0  O0x0000000000400€f3d in £0) ()
[Current thread iz 1 [(Thread Ox7ffffefdf700 (LWPE 56900 ) ]
(gdlb) /101 3rip-30

Ox400f1lf < Z1fv+103>: lea —-0x30(%rbp), seax

Oxd00f22 < Z1fv+106>: mowv Trax, srdi

0x400f25 < Z1fv+109>:
callg 0x401406 < ZNKY _gnu cxxl7? mnormal iteratorIPiStovectorIiSaliEEEdeEv:

0x400f2a < Zlfv+1l4>: mow (%rax)?%eax
0x400f2¢c < Zlfv+1l6>: l"iov Teax, —U0x34 (Srbp)

Ox400f2t {:Zlfv+119>: e 1 50x5c, -0x34 (%Srbp)
Ox400f33 < Z1fv+1z3>: = Ox400f£3f < Z1fv+135>
0x400£35 < Z1fv+1z5>: mowv S50x0, $edx
0x400f3a < Z1fv+130>: mowv —-0x34 (2rbp), Teax

=> 0x400f3d < 21fv+133>: mowv Teax, (srdx)

(gdb) x/wx staticVector

0x6l19e20: 0x0000005cC

(gdb) x/gx Srbp-0x30

Oxiffffofdeesedl: O0x00000000006159e98

(gdb)




Analyze Corruption Issues — Looking at the Core With gdb

@ tirn@uburtu; ~ |E| |E||E|
Program terminated with signal SIGSEGY, Segmentation fault. i
#0  O0x0000000000400€f3d in £0) ()
[Current thread iz 1 [(Thread Ox7ffffefdf700 (LWPE 56900 ) ]
(gdlb) /101 3rip-30

Ox400f1lf < Z1fv+103>: lea —-0x30(%rbp), seax

Oxd00f22 < Z1fv+106>: mowv Trax, srdi

0x400f25 < Z1fv+109>:

callg 0x401406 < ZNKY _gnu cxxl7? mnormal iteratorIPiStovectorIiSaliEEEdeEv:

0x400f2a < Zlfv+1l4>: mow (Srax), seax

Ox400f2c {_Zlfv+116>: mow Teax, —U0x34 (Srbp)

O0x400f2f < Z1lfvt119>: cmp Ll 50x5c, -0x34 (%Srbp)

Ox400f33 < Z1fv+1z3>: e Ox400f£3f < Z1fv+135>

0x400f£35 < Z1fvgzs>: mowv 5030, 3edx

Oxd00f5a < Zlfit(]}: mowv —-0x34 (2rbp), Teax

=> 0x400f3d < Z1fvePE3I>: mowv Teax, (srdx)

(gdb) x/wx staticVector

O0x6l1%e20: 0x0000005¢

(gdb) x/gx Srbp-0x30
Ox7ffffefdeedd: OxO0000000000615%9e95
(gdb)




Analyze Corruption Issues — Looking at the Core With gdb

@ tirn@uburtu; ~ |E| |E| @
Program terminated with signal SIGSEGY, Segmentation fault. i
#0  O0x0000000000400€f3d in £0) ()
[Current thread iz 1 [(Thread Ox7@Efofdf700 (LWE 56907 ) ]
(gdlb) /101 3rip-30
Ox400f1lf < Z1fv+103>: lea —-0x30(%rbp), seax
Oxd00f22 < Z1fv+106>: mowv Trax, srdi
0x400f25 < Z1fv+109>:
callg 0x401406 < ZNKY _gnu cxxl7? mnormal iteratorIPiStovectorIiSaliEEEdeEv:
0x400f2a < Zlfv+1l4>: mow (Srax), seax
Ox400f2c {_Zlfv+116>: mow Teax, —U0x34 (Srbp)
O0x400f2f < Z1lfvt119>: cmp Ll 50x5c, -0x34 (%Srbp)
Ox400f33 < Z1fv+1z3>: e Ox400f£3f < Z1fv+135>
0x400£35 < Z1fv+1z5>: mowv S50x0, $edx
0x400f3a < Z1fv+130>: mowv —-0x34 (2rbp), Teax
=> 0x400f3d < 21fv+133>: mowv Teax, (srdx)
(gdb) x/wx staticVector
0x6l19e20: 0x0000005cC
(gdb) x/gx Srbp-0x30
Oxiffffofdeesedl: O0x00000000006159e98
(gdb)




Analyze Corruption Issues — Looking at the Core With gdb

@ tirn@uburtu; ~ |E| |E| @
Program terminated with signal SIGSEGY, Segmentation fault. i
#0  O0x0000000000400€f3d in £0) ()
[Current thread iz 1 [(Thread Ox7ffffefdf700 (LWPE 56900 ) ]
(gdlb) /101 3rip-30
Ox400f1lf < Z1fv+103>: lea —-0x30(%rbp), seax
Oxd00f22 < Z1fv+106>: mowv Trax, srdi
0x400f25 < Z1fv+109>:
callg 0x401406 < ZNKY _gnu cxxl7? mnormal iteratorIPiStovectorIiSaliEEEdeEv:
0x400f2a < Zlfv+1l4>: mow (Srax), seax
Ox400f2c {_Zlfv+116>: mow Teax, —U0x34 (Srbp)
O0x400f2f < Z1lfvt119>: cmp Ll 50x5c, -0x34 (%Srbp)
Ox400f33 < Z1fv+1z3>: e Ox400f£3f < Z1fv+135>
0x400£35 < Z1fv+1z5>: mowv S50x0, $edx
0x400f3a < Z1fv+130>: mowv —-0x34 (2rbp), Teax
=> 0x400f3d < gulfv+133>: mowv Teax, (srdx)
(gdb) x/wx st{icVector
0x6l19e20: 0x0000005cC
(gdb) x/gx Srbp-0x30
Oxiffffofdeesedl: O0x00000000006159e98
(gdb)




Analyze Corruption Issues — Looking at the Core With gdb

@ tirn@uburtu; ~ |E| |E| @
Program terminated with signal SIGSEGY, Segmentation fault. i
#0  O0x0000000000400€f3d in £0) ()
[Current thread iz 1 [(Thread Ox7ffffefdf700 (LWPE 56900 ) ]
(gdlb) /101 3rip-30
Ox400f1lf < Z1fv+103>: lea —-0x30(%rbp), seax
Oxd00f22 < Z1fv+106>: mowv Trax, srdi
0x400f25 < Z1fv+109>:
callg 0x401406 < ZNKY _gnu cxxl7? mnormal iteratorIPiStovectorIiSaliEEEdeEv:
0x400f2a < Zlfv+1l4>: mow (Srax), seax
Ox400f2c {_Zlfv+116>: mow Teax, —U0x34 (Srbp)
O0x400f2f < Z1lfvt119>: cmp Ll 50x5c, -0x34 (%Srbp)
Ox400f33 < Z1fv+1z3>: e Ox400f£3f < Z1fv+135>
0x400£35 < Z1fv+1z5>: mowv S50x0, $edx
0x400f3a < Z1fv+130>: mowv —-0x34 (2rbp), Teax
=> 0x400f3d < 21fv+133>: mowv Teax, (srdx)
(gdb) x/wx staticVector
0x6l19e20: 0x0000005cC
(gdb) x/gx Srbp-0x30
OxVffffofdesedl: O0x00000000006159e98
(gdb)




Analyze Corruption Issues — Looking at the Core With CHAP

g? tirm@ubuntu: ~

5 ./chap core.Dem

> list allocation 6192985

Free allocation at £1%e50 of size 201k0O

E=8 EeR (%=

1 allocations use 0xzZ01b0 (131,504) byvtes.
> dump ©1%e98 100

0 Tffff76lckhis Scl000005¢c 5c0000005¢c 5c0000005¢c

20
40
S
a0
al:
cO:
el:
>

2c000005¢
5c0000005¢
5c0000005c

51
5c0000005c
5c0000005¢c
5c0000005¢

100
ScO000005¢
5cO000005¢

619cl0
S5cO000005¢
1la0
S5cO000005¢

20
5c0000005¢
5c0000005c

TfTfff76lckis
2c0000005c

60
5c0000005¢c

0
S5c0000005c
5c
5c0000005c
5c0000005c
]
5c0000005c




Analyze Corruption Issues — Looking at the Core With CHAP

E=8 EeR (%=

5 .Mhap core.Demob
> Nt allocation 61%e98
Free allocation at £1%e50 of gize Z201k0

1 allocations use 0xzZ01b0 (131,504) byvtes.
> dump ©1%e98 100

Tffff76lckhis Scl000005¢c 5c0000005¢c 5c0000005¢c

2c000005¢
5c0000005¢
5c0000005c

51
5c0000005c
5c0000005¢c
5c0000005¢

100
ScO000005¢
5cO000005¢

619cl0
S5cO000005¢
1la0
S5cO000005¢

20
5c0000005¢
5c0000005c

TfTfff76lckis
2c0000005c

60
5c0000005¢c

0
S5c0000005c
5c
5c0000005c
5c0000005c
]
5c0000005c




Analyze Corruption Issues — Looking at the Core With CHAP

g? tirm@ubuntu: ~

5 ./chap core.Demob

> list allocation 6192985

Free allocation at £1%e50 of size 201k0O

E=8 EeR (%=

1 alloxs rons use O0xz201b0 (131, 504) bytes.
> dump ©15e585 100

Tffff76lckhis Scl000005¢c 5c0000005¢c 5c0000005¢c

2c000005¢
5c0000005¢
5c0000005c

51
5c0000005c
5c0000005¢c
5c0000005¢

100
ScO000005¢
5cO000005¢

619cl0
S5cO000005¢
1la0
S5cO000005¢

20
5c0000005¢
5c0000005c

TfTfff76lckis
2c0000005c

60
5c0000005¢c

0
S5c0000005c
5c
5c0000005c
5c0000005c
]
5c0000005c




Using CHAP to Examine
Overhead
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Understanding Overhead: A Simulation Utility Class

2 E=N(ECR <=
#include <list> o
#include <vector>

struct ShortAndlLongTerm {
vold Reset (int numSpins, sStd::size t maxlListSize, std:i:size t vectorSize) |

for (int spin = 0; spin < numsSpins; spintt) |
_l.cleari):
for (stdi:isize t listSize = 0; listSize < maxlListSize; listSizet+) |

_l.push back(std: imake pair(listSize, (char *) (this)));

1

1

_Vv.reslze(vectorsize, ' ");
_l.clear();

1
std::list<std::ipair<std::size t, char *> > 1;
std::ivector<char> wv;

b




Understanding Overhead: A Simulation Utility Class

2 E=N(ECR <=
#include <list> o
#include <vector>

struct ShortAndlLongTerm {
vold Reset (int numSpins, sStd::size t maxlListSize, std:i:size t vectorSize) |
for (int spin = 0; spin < numsSpins; spintt) |
_l.cleari):
for (stdi:isize t listSize = 0; listSize < maxlListSize; listSizet+) |
_l.push back(std: imake pair(listSize, (char *) (this)));
1

_Vv.reslze(vectorsize, ' ");
l.clear();
I

std::list<std::ipair<std::size t, char *> > 1;
std::ivector<char> wv;

b




Understanding Overhead: A Simulation Utility Class

2 E=N(ECR <=
#include <list> o
#include <vector>

struct ShortAndlLongTerm {
vold Reset (int numSpins, sStd::size t maxlListSize, std:i:size t vectorSize) |

for (int spin = 0; pgmn < numsSpins; spintt) |
_l.cleari):
for (stdiisize t YistSize = 0y listSize < maxlistSize; listSizet+)

_l.push backi(std: imake pair(listSize, (char *) (this)));

1

1

_Vv.reslze(vectorsize, ' ");
_l.clear();

1
std::list<std::ipair<std::size t, char *> > 1;
std::ivector<char> wv;

b




Understanding Overhead: A Simulation Utility Class

. == EoRF<=
#include <list> o
#include <vector>

struct ShortAndlLongTerm {
vold Reset (int numSpins, sStd::size t maxlListSize, std:i:size t vectorSize) |
for (int spin = 0; spin < numsSpins; spintt) |
l.cleari);
for (stdi:isize £t listSize = 0; listS8ize < maxlistSize; listSizet++) |

lh back (std: imake pair(listSize, (char *) (this)));

_v resize(vectorsSize, " T);
_l.cleari():
1

std::list<std::ipair<std::size t, char *> > 1;
std::ivector<char> wv;

b




Understanding Overhead: A Simulation Utility Class

2 E=N(ECR <=
#include <list> o
#include <vector>

struct ShortAndlLongTerm {
vold Reset (int numSpins, sStd::size t maxlListSize, std:i:size t vectorSize) |
for (int spin = 0; spin < numsSpins; spintt) |
_l.cleari):
for (stdi:isize t listSize = 0; listSize < maxlListSize; listSizet+) |
_l.push back(std: imake pair(listSize, (char *) (this)));

h

_v.\@ize(vectorsize, T ");
_l.clear();

1
std::list<std::ipair<std::size t, char *> > 1;
std::ivector<char> wv;

b




Understanding Overhead: A Simulation Class

- E=Een =
#include "ShortAndLongTerm.h" -

int maini{int argc, char **argv) |
ShortAndLongTerm shortAndLongTerm;
shortAndLongTerm. Reget (1000000, 1, O0x30); // many spinsg, short list
shortAindLongTerm. Reset (1, 1000000, 0Oxed)r // 1 spin, long list
shortAndLongTerm. Reset (1, O, OxcO); 41 spin, empty list
*(({int *) 0O) = 92;
return 0O;




Understanding Overhead: A Simulation Class

- E=Een =
#include "ShortAndLongTerm.h" -

int main{int argc, char **arg 1
ShortAndLongTerm shor tFde_l:T erm;
shortAndLongTerm. Reget (LOO0PUO, 1, O0x30); // many spinsg, short list
shortAindLongTerm. Reset (1, 1000000, 0Oxed)r // 1 spin, long list
shortAndLongTerm. Reset (1, O, OxcO); 41 spin, empty list
*(({int *) 0O) = 92;
return 0;




Understanding Overhead: Looking at the Core
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Understanding Overhead: A Similar Simulation

- E=Een =
#include "ShortAndLongTerm.h" -

int maini{int argc, char **argv) |
ShortAndLongTerm shortAndLongTerm;
shortAndLongTerm. Reget (1000000, 1, O0x30); // many spinsg, short list
shortAindLongTerm. Reset (1, 1002490, 0Oxed);y // 1 spin, long list
shortAndLongTerm. Reset (1, O, OxcO); 41 spin, empty list
*(({int *) 0O) = 92;
return 0O;




Understanding Overhead: A Similar Simulation

- E=Een =
#include "ShortAndLongTerm.h" -

int maini{int argc, char **argv) |
ShortAndLongTerm shor tHndLong@;
shortAndLongTerm. Reset (10000001, Ox30); // many spinsg, short list
shortAindLongTerm. Reset (1, 1002490, 0Oxed);y // 1 spin, long list
shortAndLongTerm. Reset (1, O, OxcO); 41 spin, empty list
*(({int *) 0O) = 92;
return 0O;




Understanding Overhead: Looking at the Core

=n =R

chap core.Demo3
count used
allocations use Oxct (Z200) bvtes.
count free
allocations use OxZdezfl1l0 (45,1195,565) bytes.
summarize free
Unsigned allocations have 3 instances taking OxZde3f10(45,119, 565) bytes.
Unsigned allocations of size 0Ux60 have 1 instances taking 0Ox60(56) bytes.
Unsigned allocations of size 0x65 have 1 instances taking 0x65(104) bytes.
Unsigned allocations of size UxZdeledd have 1 instances taking OxZdeZeds (45,1
19,368) bvtes.
3 allocations use OxZ2desfl0 (48,11%,50658) byvtes.
=




Understanding Overhead: Looking at the Core

2 =)

5 chap core.Demo3

P-count used
M=l locations use Oxcd (200) byvtes.

count free

3 allocations use OxZ2desfl0 (48,119,565 ) bytesz.

> summarize free

Unsigned allocations have 3 instances taking OxZde3f10(45,119, 565) bytes.
Unsigned allocations of size 0Ux60 have 1 instances taking 0Ox60(56) bytes.
Unsigned allocations of size 0x65 have 1 instances taking 0x65(104) bytes.
Unsigned allocations of size UxZdeledd have 1 instances taking OxZdeZeds (45,1

19,368) bvtes.

3 allocations use OxZ2desfl0 (48,11%,50658) byvtes.

=




Understanding Overhead: Looking at the Core

=n =R

chap core.Demo3

count used
allocations use 0Oxc8 (200188 vtes.

count free
allocations use OxZdezfl1l0 (45,1195,565) bytes.
summarize free
Unsigned allocations have 3 instances taking OxZde3f10(45,119, 565) bytes.
Unsigned allocations of size 0Ux60 have 1 instances taking 0Ox60(56) bytes.
Unsigned allocations of size 0x65 have 1 instances taking 0x65(104) bytes.
Unsigned allocations of size UxZdeledd have 1 instances taking OxZdeZeds (45,1
19,368) bvtes.
3 allocations use OxZ2desfl0 (48,11%,50658) byvtes.
=




Understanding Overhead: Another Similar Simulation

- oo
#include "ShortAndLongTerm.h" -

int main(int argc, char **argv) 1
ShortAndLongTerm shortAndLongT {88,
shortAndLongTerm. Reset (1000000°QPL, OxcO) ; // many spins, short list
shortAndlLongTerm. Reset (1, 1002480, 0x180); // 1 spin, long list
shortAndLongTerm. Reset (1, O, 0x300); /71 spin, empty list
*({int *) 0) = 92;
return O;




Understanding Overhead: Another Similar Simulation

- oo
#include "ShortAndLongTerm.h" -

int main(int argc, char **argv) 1
ShortAndLongTerm shortAndLongTerm;
shortAndLongTerm. Reset (1000000, 1, OxcO); // many spins, short list
shortAndlLongTerm. Reset (1, 1002480, 0x180); // 1 spin, long list
shortAndLongTerm. Reset (1, O, 0x300); /71 spin, empty list
*({int *) 0) = 92;
return O;




Understanding Overhead: Looking at the Core

=R ==
chap core.Demo4 i
count used
allocations use 0x30& (776) bvtes.
count free
allocations use O0xZ0cel (134, 268) kbyvtes.

summarize free
Unsigned allocations have 1 instances taking OxZ0cel(134, 363) bytes.

Unsigned allocations of size OxZ0cel have 1 instances taking OxZ20cel (134, 368)

byvtes.
1 allocations use UxZ0cel (134, 35368) byvtes.

>




Understanding Overhead: Looking at the Core

B R >
chap core.Demo4 i

count used
allocations use 0x30& (776) bvtes.

count free
allocations use O0xZ0cel (134, 268) kbyvtes.

summarize free
Unsigned allocations have 1 instances taking OxZ0cel(134, 363) bytes.

Unsigned allocations of size OxZ0cel have 1 instances taking OxZ20cel (134, 368)

byvtes.
1 allocations use UxZ0cel (134, 35368) byvtes.

>




Future Directions, Q&A

- Add DWARF awareness to improve type identification and reduce false edges

- Support other allocators
— Allocators used in production
— Allocators used for debugging
— Custom allocators

- Add more corruption analysis and make it more accurate

- Improve recovery in case of corruption or incomplete process images
- Add new verbs (e.g. annotate)

- Add new objects (e.g. fast bin list, allocator-specific objects)

- Add more code to identify common types and data structures



Thank You

tim@vmware.com
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